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KPUMIHAJIBHO-ITPABOBA XAPAKTEPUCTHUKA KIBEP3JIOYNHHOCTI,
AKA BUNHAETHCA 3A HOINNEPEJHBOIO 3MOBOIO I'PYIIOIO OClb:
AHAJII3 ITPOBJIEM I IEPCIIEKTUB

3 oIy HA CTPIMKHN PO3BUTOK HU(PPOBHUX TEXHOIOTiH Ta [HTEpHETY, Mpobiema
KiOEp3JIOYMHHOCTI, SIKa BUMHSETHCS 3a MOMEPEIHBLOK 3MOBOK I'PYINOK OCi0, cTae
BCE OUTBII aKTyaJIbHOK) Ta TaKO0, 110 TOTPeOye BUOKPEMIICHHS 3aXOJiB MPOTHIIT
Ta 3armo0IraHHs 13 BpaxyBaHHIM CydacHOTO Kypcy. Y CTaTTi MPOaHaTi30BaHO cydac-
HUH cTaH KiOep3JIOYMHHOCTI, aKTyallbHI PoOIeMH, 30KpeMa 3arpo3H, siKi iICHyOTb,
SIK JIJISL HAITIOHABHOT Tak 1 MbKHapoaHOI Oe3mneku. HamaHo BU3HAYCHHS MOHSTTIO
«K10EP3JIOYMHHICTY Ta XapaKTEPUCTHUKY CIEKTPY ICHYBaHHS JIAaHOTO BHUJIY MPOTH-
MPaBHOI JiSUTBHOCTI. 3a pe3yibTaTaMM KPUMiHAJIBHO-IIPABOBOTO aHAJi3y HArojo-
IIEHO Ha HEOOXIAHOCTI 3aKpIiIUICHHS BiJMOBINAIBHOCTI 32 KiOEP3JIOYMHU Ha 3aKO-
HOZIaBUOMY DIBHI i3 ypaxXyBaHHSIM 1HO3EMHOTO JIOCBiTy, KpaiH napTHepiB. 3ailicHEHO
BCTYIIHUI aHai3 mpoOjeMH KpHUMiHAJIbHO-MPABOBOT XapaKTEPUCTHKH Kibep3io-
YUHHOCTI, SIKa BUMHSETHCS 3a MOTNEPEIHHOI0 3MOBOIO TPYIOI0 0ci0. 30cepekeHo
yBary Ha BiZICyTHOCTI KOHKPETH30BAHOTO BH3HAYCHHS ITOHATTS «KiOCP3IOUUHYY,
y BITYU3HSIHOMY KPUMIHAJHHOMY 3aKOHOIABCTBi, IPOTE BHKJIAJCHO ITOJIOKCHHS
cT. cT. 361-363 KpuminansHoro konekcy Ykpaiau (1ani — KK Ykpainu), skumu 3akpi-
TUICHO BiJIMOBIJIAIBHICTh 32 HE3aKOHHE BTPYUYaHHS B pOOOTY KOMIT FOTEPIB Ta MEPEK,
HE3aKOHHE BUKOPUCTAHHS Ta 3MiHY KOMIT FOTepHOI iH(popMaIii ta cuctem. Y crarTi
BUKOPUCTAHO 3aKOPAOHHI JOCIIPKEHHSI Ta BHKJIAJCHO TYMKH TPOBIIHUX 1HO3EM-
HUX BUCHHX IIOJI0 3arpo3 KiOep3I0uMHHOCTI y Oe3MeKOBOMY BUMipi. BuokpemiieHo
aKTyaJbHI MPOOIEMH NPH BHUABJICHHI Ta JOKyMCHTYBaHHI KiOep3/I04MHIB, 30KpeMa
OTIEPaTUBHO-PO3IIYKOBI Ta KPUMIHAIBHO-NIPOIECYabHI KOMi3ii, ki MaioTh Micle
B MIPaKTUYHIN MJIOMKHI Ha eTami AOCYJ0BOTO pO3CiilyBaHHs. BUCBiTIEHO cyuacHuit
cTaH KiOep3/MOuMHHOCTI 11 PO3BUTOK Ta MOLIMPEHHS, HAroJOLIEHO Ha HEeoOXiJHO-
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CT1 KPUMIHOJIOTIYHOTO JIOCHI/DKCHHS 13 BU3HAYCHHSAM XapaKTCPUCTHKH 0COOH, sKa
BUYMHSE KiOEP3JIOUMH, IETCPMIHAHTH Ta 3aXOIU 3anoOiranHs. BusHaueHo HeoOXis-
HICTh B TIOAAJIBIIIOMY PO3BHTKY 3abe3nedeHHs eheKTuBHOCTI chepu kibepOesneku
13 BpaXyBaHHSM IIPAKTUKHU €BPOTCHCHKHUX MAapTHEPIB, 30KpeMa aanTaii HarioHaIb-
HOTO 3aKOHO/IaBCTBA JI0 MDKHAPOIHUX cTaHAapTiB. OOIpyHTOBAaHO HEOOXiTHICTh HE
JMIIE TIO3UTUBHUM PiBHEM KiOepOesneKy, a if CTBOPEHHSIM MpuBaOINBOi MIaThopMu
B CyYacHiii JiepkaBi U1 MDXXHAPOAHUX 1HBECTULIH B cepy mudposizaliii.

Knrouosi cnosa: kibepsnouunnicmo, 3104uHU 6 chepi Kibepnpocmopy, Kibep3no-
YUH GUUHEHULL 30 NONEPEOHLOIO 3MOB0I0 2PYNOIO 0CID, KPUMIHANbHO-NPABOBA XAPAK-
MepuUcmuKa, KpUMIHAIbHA 8ION0BIOAIbHICHLb.

Tkachenko P. I, Tkachenko A. O., Kovalchuk D. V. Criminal-legal
characteristics of cybercrime committed by a group of persons based on a prior
conspiracy: analysis of problems and prospects

In view of the rapid development of digital technologies and the Internet,
the problem of cybercrime, which is committed by a group of persons based on
a prior conspiracy, is becoming more and more urgent and requires the identification
of countermeasures and prevention measures taking into account the current course.
The article analyzes the current state of cybercrime, current problems, in particular
threats that exist for both national and international security. A definition of the term
"cybercrime" and a description of the spectrum of existence of this type of illegal
activity are given. According to the results of the criminal law analysis, it was
emphasized the need to establish responsibility for cybercrimes at the legislative
level, taking into account foreign experience and partner countries. An introductory
analysis of the problem of the criminal-legal characteristics of cybercrime, which is
committed by a group of persons based on a prior conspiracy, has been carried out.
Attention is focused on the lack of'a concrete definition of the concept of "cybercrime"
indomestic criminal legislation, butthe provisions of Art. Art. 36 1-363 ofthe Criminal
Code of Ukraine, which establish liability for illegal interference with the operation
of computers and networks, illegal use and alteration of computer information
and systems. The article uses foreign research and presents the opinions of leading
foreign scientists regarding the threats of cybercrime in the security dimension.
Actual problems in the detection and documentation of cybercrimes are singled
out, in particular operational-investigative and criminal-procedural collisions,
which take place in the practical plane at the stage of pre-trial investigation. The
current state of cybercrime, its development and spread is highlighted, the need for
a criminological study to determine the characteristics of a person who commits
a cybercrime, determinants and prevention measures is emphasized. The need for
further development of ensuring the effectiveness of the cyber security sphere,
taking into account the practice of European partners, in particular the adaptation
of national legislation to international standards, has been determined. The need
is justified not only by a positive level of cyber security, but also by the creation
of an attractive platform in a modern state for international investments in the field
of digitization.

Key words: cybercrime, crimes in the sphere of cyberspace, cybercrime committed
by a group of persons, criminal law characteristics, criminal liability.

Beryn. [IpoGnema KiGep3I0YMHHOCTI CTAHOBHTB 3arpo3y HaIliOHAJIBHIN Ta MIKHAPOIHIN
Oe3neri. BicyTHICTh 9iTKO 3aKpiIUICHOT FOPHIUYHOI BiJMOBITAIBHOCTI 32 BYMHEHHS KiOep3Iio-
YHHY, 30KpeMa 3a MOTEePEeIHLO0 3MOBOIO I'PYIIOK OCIO 3yMOBIIIOE JaHy TPOTUIIPABHY AISUTLHICTD
JI0 TIONIMPEHHSI, a MPOrPaMHO-TIM(PPOBI HOBEIIU 10 PO3BUTKY, CYCITIJIbHUN PiBeHb HEOC3IEKH BijI
4Oro 3pocTae mie OibIe.
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Pi3HOMaHITHICTh TIODVISJIIB HA KPUMIHAILHO-TIPABOBE BU3HAUCHHSI TIOHSTTS «KiOCP3IIOUMH»
Ta HEMOCTATHICTh KPUMIHOJOTIYHOTO JIOCIIDKCHHS 3yMOBIIOIOTh B TONAJIBIIOMY OOTPYHTOBaHO
3IACHUTH KOMIUIEKCHE KPUMIHOJIOT19HE BUBYCHHS MTPOOJIEMAaTHKH CydacHOI KiOep3IIOYMHHOCTI.

BuBuennio murtanHsa cdepu KidepOes3nekn Ta KiOep3l0YMHHOCTI, 30KpeMa B KPHMiHab-
HO-TIPABOBOMY ACHEKTi MPHUCBAYCHI HAyKOBI Mpalli TaKMX BUAATHUX YKPAiHCBKUX Ta 3apyOiXHHX
BueHMX, sk J[. C. Aszapos, O. A. bapanos, B. C. baruprapeesa, }0. M. Barypin, I1. /[. binenuyx,
I. I. borarupros, T. M. bormanosa, B. 1. bopucos, JI. I1. bpuu, O. lO. bycon, b. M. T'onogkiH,
0. O. Topinnit, B. K. I'pumyk, L. I. I'yns, B. O. Imymkos, H. O. I'yroposa, JI. M. Jlemunosa,
M. 10. [Bopeupkuii, FO. A. Jlopoxina, O. O. dynopos, K. M. €aokimos, B. II. €menbsHOB,
A. 10. Kapamanos, M. B. Kapuescekuii, JI. I. KoBansoB, T. M. Jlonarina, K. b. Mapucrox,
M. 1. Menbhuk, M. A. [loropeupkuii, O. E. Panytuuii, H. B. Caginosa, 1. 1. Cyxux, B. f. Tamii,
B. B. Tuenko Ta inHmi.

Bonnouac, B. I1. beenbkuit Hajarouu MOHATTS «KiOEp3JIOUMHY» BH3HAYA€ HOTO, SIK BUHHE,
CYCITUIBHO HeOe3NeuHe, KpUMIiHAJIbHO KapaHe BTpydaHHsS B chepy Oesreku 00iry KOMIT roTepHOi
iH(opMarrii, poOOTy KOMIT'IOTEPiB, KOMIT IOTEPHUX MPOTpaM, KOMIT FOTEPHUX MEPEkK, HECaHKIIiO-
HOBaHa MOAM(IKAIlisT KOMI IOTCPHUX JaHHUX, a TAKOX I1HII MPOTHUIPABHI CyCIiNBbHO HeOe3medHi
JUisSTHHS, 3pOOJICH] 32 JIOTIOMOTOK KOMIT IOTEpiB, KOMIT IOTEPHUX MEpPEeX 1 MporpaM, a TaKoxkK 3a
JIOTIOMOTOIO 1HIIMX MPHUCTPOIB i3 BOyTOBAHUMHU IIPOIIECOPAMHU 1 KOHTPOJIEPaMH, sIKi MOXKYTh MaTu
JOCTyn Jo iH(popMmaniitHoro mpoctopy [1, c. 6].

KibGep3nounHu — 1e CyKynHICTh nepeadayeHuX YMHHHM 3aKOHOAABCTBOM KPHUMiHAJIBHO
KapaHUX CYCIUIbHO HEOE3MEeUHHX MisHb (i 4 Oe31IBbHOCTI), 1110 MOCITaloTh Ha MPaBO 3aXUCTY
BiJl HCCAHKI[IOHOBAHOTO TOMIMPEHHsI 1 BUKOPUCTAHHS 1H(pOpMAIii, HACTIAKIB BIUTUBY iH(pOpMAITii
YU (YHKIIOHYBaHHS 1H(GOPMAIIHUX TEXHOJOT1H, a TAaKOX IHII CYCHUILHO HEOE3MeUHi TisHHS,
OB’ s13aHi 3 TIOPYIICHHSAM IIpaBa BIACHOCTI Ha iH(popMaIlito Ta iHGopMaIliitHi TeXHOJOr11, paBa
BJIACHHUKIB 200 KOPHCTYBadiB iHPOPMAIIHHIX TEXHOJIOTII BUACHO OJEP)KYBAaTH a00 MOITHPIOBATH
JIOCTOBIpHY i TIOBHY iH(opMariito [2, ¢. 202].

IMocranoBka 3aBaaHHsA. MeTOI0 CTAaTTI € PO3MITHYTH MUTAHHS KPUMiHAIBHO-IIPABOBOL
XapaKTEPUCTUKN KiOCP3JIOUMHHOCTI, SKa BUMHSAETHCS 32 IONEPEAHBOI0 3MOBOIO TPYIOIO OCiO,
30KpeMa ITpoaHaIi3yBaTH akTyaJbHi MpoOieMu B AaHiit cepi 1 MepCreKTUB iX BUPIIICHHS.

Pe3ysbraTn aocaifixeHHs. 3 oIy Ha CTPIMKHH PO3BHTOK IU(POBUX TEXHOJOTIH Ta
InTepHety, mpobaeMa KiOep3I0UNHHOCTI, sIKa BUNHSIETHCS 32 MONEPEAHBOI0 3MOBOIO I'PYIIOI0 0Ci0,
CTae Bce OUIbII aKTyallbHOIO Ta TaKoIo, 10 MOTpedy€e BUOKPEMIICHHS 3aX0/1iB MPOTHIIT Ta 3ano0i-
TaHHS 13 BpaXyBaHHSAM Cy4acHOTO KypcCy.

[ToHATTS KiOEP3IIOUMHHICTB, SIKa BUNHIETHCS 32 TIOIEPETHHOI0 3MOBOIO TPYIIOI0 0Ci0 BHKO-
PHCTOBYETBCS ISl ONMCY BUMAIKIB, KOJIX 3rajilaHa rpyIa oci0 3a3qaleriap IIaHy€e Ta KOOPAUHYE
CBOi Iii JUIs BUMHEHHsS Kibep3noumHy. BomHoyac My HajaeMo HACTYITHE BH3HAYEHHS KaTeropii
KiOep3II0uHHY, a came MPOTUIIPaBHE, KpUMIHAIBHO KapaHe JIsTHHSA, SIKe BUNHAEThCS B cdepi Kidep-
MIPOCTOPY 13 BUKOPUCTAHHSAM TEXHIYHUX 3aC0O01B, MPOTrPaMHO-00UNCITIOBAIbHUX MAIIIWH, BKITFOYa-
I0YM Pi3HOMaHITHI ()OPMH HE3aKOHHOI JISUTBHOCTI, 30KpeMa IIaxpaicTBo, MIUTYHCTBO, PO3IIOB-
CIO/DKCHHS IIKI/UTHBOTO MTPOTPAMHOTO 3a0€3IEUECHHSI, TOIIO.

MiX TUM BapTO 3ayBakKUTH, IO KiOEP3I0UMHHICTh, OXOILITIOE MIMPOKHIA CIIEKTP MPOTHUIIPAB-
HUX JIiHf, 31i1iCHEHHX B KiOEpIIPOCTOPi B TOMY YHCII TaKi, 1[0 MOXKYTh BUMHSITHUCS 32 TONEPEAHBOIO
3MOBOIO TPYIIOO 0Ci0, CTaI0uU MPH I[OMY BCE OLIBII MOMIUPEHUMH B Cy4acCHOMY CBIiTi. 3a TaHUMH
Johnson, mpoTAroM OCTaHHIX AECATHIITH KiOEP3IOUMHHICTD POZLIMPHUIIACS, 1 TEeNlep BOHA BKIIIOYAE
BC€, BiJl KPaIIKKH JIO CKJIQJICHUX XaKepChKuX arak [§, ¢. 17].

Bitum3HsiHEe KpUMiHATBHE 3aKOHOJABCTBO HE BU3HAYAE KOHKPETH30BAHE TTOHSITTS «KiOep3I10-
YHHY», IPOTE BCTAHOBIIOE BiMOBITAIBFHICTH 32 HE3AKOHHE BTPYYaHHs B POOOTY KOMIT FOTEPIB Ta
Mepex, He3aKOHHE BUKOPHUCTAHHSI Ta 3MIHY KOMIT 0TepHOI iH(opMarlii Ta cucreM, o mnepeada-
4geHo cT. cT. 361-363 KK VYkpainu.

Ha eBponeiicbkkoMy piBHi, KoHBeHIIis Tpo Kibep3ounHHICTh Pagu €Bpory BU3HAE 1 BeTa-
HOBITIOE BIJIMOBIIANIbHICTD 32 KiOSP3JIOYMHHM, 30KpeMa TaKi, 1[0 BUMHEHI 32 MOMEPETHBOI0 3MOBOIO
rpymoo ocid. KoHBEHIIS BKIIOYAE CTATTi, SIKi CTOCYIOTHCS HE3aKOHHOTO MEPEXOIUICHHS TaHUX,
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CH.CTEMHOTO TIOIIKO/KEHHS KOMIIT IOTCPHHUX JaHNUX, KOMIT FOTEPHOTO IaxpaiicTBa, IUTII01 TOPHO-
rpagii, TopyIIeHs aBTOPCHKOTO MpaBa Ta 1HIIUX MPaB Ha KOMIT IOTEPHI JIaHi.

[Ipu poMy, BaxxuBIM acriekToM KoHBEHIIIT € Te, 10 BOHA BUMArae BiJ YIaCHHUKIB BXXHUTH
3aKOHO/IABYMX Ta IHIIHMX 3aXOJiB IS 3aM00IraHHs KiOep3IOYMHHOCTI, BKIFOYAIOYH 3JI0YHHHU, BUH-
HEHi 3a MoTepeIHLOI0 3MOBOKO IpyToko 0ci0. [le BaxkIMBO BpaxyBaTu py MOAATBIIOMY PO3BUTKY
YKpaiHCHKOTO 3aKOHOJABCTBA B 11iHl cepi.

Hanpuknan, y crarti 8 «He3zakoHHe BTpydaHHs B cucTeMu» KoHBEHIIIi BKa3aHO, 10 KO)KHA
CropoHa MOBMHHA BXXUTH HEOOXITHMX 3aKOHONABYMX Ta IHUIMX 3aXOJiB, 1100 MPUTIATYBATH 10
BI/IMOBIJTATBHOCTI 0CI0, SKI HE3aKOHHO, O€3 IpaBa, 3aBJAlOTh HIKOJAM CUCTEMaM, IO MICTSTh
KOMII FOTEepHI JJaHi a00 3HAYHOIO MipOI0 TOPYIIYIOTh iX HOpMabHEe (PyHKIIOHYBaHHS.

Le o3nauae, mo €Bponeiicbkuii COr03 BCTAHOBHUB OLTBII MIMPOKUHA CIIEKTP KPUMiHAIBHOT
BIJIMOBIIAJIBHOCTI 32 KiOep3nounHHICTh. B YkpaiHi, Ha BiaMminy Bijg €C, 1me He BHECEHO 3MiH JI0
3aKOHOJ/IaBCTBA, SIKi O BiJIMOBIIAIH ITAM BUMOTaM IPOTE PO3POOICHO JOCTATHHO IMUPOKY 0asy, sKa
PETYIIIoE B MEBHIN Mipi JaHe TTUTAaHHS.

Tak, 3akon Ykpainu «IIpo ocHOBHI 3acaau 3a0e3neueHHs KibepOe3nekn YKpaiHn» BU3HA-
Yae MPaBOBi, OpraHi3amiifHi Ta TEXHIYHI OCHOBM 3abe3neucHHs KibepOe3nekn, a TaKoK BCTaHOB-
JII0€ MEXaHI3MHU 3aXHCTY BiJl Kibep3arpos.

OnHak, HEe3BaKAIOYM Ha HAsBHICTh TAKUX 3aKOHOJABYMX HOPM, BHPILICHHS NPOOIEeMHU
KiOep37IOUMHHOCTI 3aMIIA€ThCS BAXKUM 3aBlaHHAM. Sk BkazaHo B poboti Gercke (2012),
CIIPaBXKHIM BUKIIUK TOJISITAE HE B TOMY, 100 BU3HAYUTH, YU € BIMHOK 3JI0YMHOM, a B TOMY, SIK CIIiJI
po3ciigyBaTH 1 HOKapaTtu BUHHUX [3, c. 42].

Takox, srimao 3 Tallinn Manual, 3acTocyBaHHs Mi>KHapOIHOTO TpaBa 0 Kideporepariit
€ CKJIQJHUM 1 cripHUM rmuTaHHsM. OqHAK, [Ie He O3Hadae, M0 MDKHAPOIHE MTPAaBO HE 3aCTOCOBY-
€ThCA JI0 KibeprpocTopy [4, ¢. 109].

BpaxoByrouu 11e, BAXJIMBUM € YCBIIOMJICHHS TOTO, IO KiOSp3JIOYMHM, BYMHEHI 3a TOIe-
PEIHBOKO 3MOBOIO IPYTIOK0 0CI0, MOXKYTh CTAHOBUTH CEPHO3HE MOPYIICHHSI MIXKHAPOIHOTO T'yMa-
HITApHOTO MpaBa, K 1e Oyiio BkazaHo B poboTi Droege (2012), xibeparakut MOXXYTh CIIPUYMHUTH
3HAYHI CTpaXXTaHHS Cepe]l IUBIUTLHOTO HACENICHHS Ta MOPYIIUTH HOPMH MIXHApOIHOTO I'yMaHi-
TapHoro npasa [5, c. 123].

BianoBigHo 10 MiXKHAPOJHUX HOPM, HAIllOHAJIBHOTO 3aKOHOAABCTBA YKpaiHU Ta €Bpomeii-
cpkoro Corosy, Kibep3/I04MHHU, BUMHEHI 3a MONEPETHHOI 3MOBOIO I'PYIOI0 0Ci0, € cepHO3HUMHU
npaBonopyuieHHsiMU. Lle miaTBepmKye BOXKIUBICTD HEIEPepPBHOT OOPOTHOU 3 TAKMMU 3TTOUUHAMU
LUIIXOM PO3POOKH Ta BIPOBAKEHHS €(PEKTUBHUX MIKHAPOJHUX CTpATEriii Ta MEXaHi3MiB.

OnHi€ro 3 TONOBHHX MPoOIeM y 60poThO1 3 KiOEP3IOUHMHHICTIO, SIKa BUMHSIETHCS 32 IOTIe-
PEIHBOIO 3MOBOIO, € T€, IO IIi JisTHHS MEPIOAMYHO BUMHSIOTHCS TPAHCHAIIOHATBHO. 3IIOYMHII
MOXYTb IepeOyBaTH B OJIHIH KpaiHi, a HACIIKK TXHIX JIii MaroTh MicIie B iHIIii. [le cTBoproe ropu-
JIYHI BUKITFKH IO/I0 BPETYTIOBAHHS FOPHCIHKIIIT Ta eKCTPAIHIlii, 0COOMUBO KOMU KPaiHH MaIOTh
Pi3HI 3aKOHU Ta HOPMHU I0JI0 BU3HAYSHHSI MIpPH BiJIMOBIIAJIBHOCTI 3a KiOEP3I0UNHHU.

OxpiM OO, iICHYE OIEepPaTHBHO-PO3IIYKOBA Ta KPHUMiHAJIBHO-IIPOIECYaibHa Tpoliema,
sKa TIONISITA€ y BUSBIICHHI, BCTAHOBJICHHI Ta (pikcyBaHHI Kibep3mounHiB. Kibep3mounHI BHKO-
PHCTOBYIOTh Pi3HOMAHITHI TEXHIKM JUIsl IPUXOBYBAHHS CBO€ MisSUTBHOCTI Ta 1ICHTUYHOCTI, BKIIIO-
a0y BUKOPHCTAHHS 3alIM(POBAHUX MOCTYT, AaHOHIMHUX MEPEX, KPUIITOBAIIOTH I (hiHAHCO-
BUX TpaH3aKIIiii Ta iHIIe.

JeprkaBu OBUHHI BUKOPUCTOBYBATH CBili KPHMIHAIBHO-IIPABOBHIA apCceHal AJisl pO3pOOKU
cTpareriid mpoTUii oMY BHIY 3JI04MHHOCTI. 1{e Moke BKIItouatu B ceOe BIPOBAKCHHS HOBUX
3aKOHIB, OHOBIICHHS ICHYIOYMX HOPM, 3MIIIHCHHSI MDXKHAPOIHOTO CIIBPOOITHHUIITBA Ta yIOCKOHA-
JICHHSI OTIEPAaTUBHO-PO3IIYKOBHX 1 CIIAUUX TEXHIK.

st Tomaporo 3MiHEHHs 00pOTHOM 3 KiOep3IodrnHAMHY, BANHEHUMH 32 ITOTIEPETHBO0 3MO-
BOFO TPYIIOKO 0Ci0, HEOOXiTHO MMOCHITUTH MI>XKHAPOIHE CITIBPOOITHUIITBO, PO3BUBATH Ta BIOCKOHAITIO-
BaTH 3aKOHOJIaBUY 0a3y, a TAKOXK 301IBIIYBAaTH 00I3HAHICTH CYCIUTHCTBA PO [IEH BUJ] 3TOYNHHOCTI.

OMHHMM 3 KPUTHYHHX aCIEKTIB KiOEp3JIOYMHHOCTI € ii TiobanbHmii Xapakrep. Lle Bkazye
Ha BaKJIMBICTH MIXHAPOAHOTO CIIBPOOITHHIITBA B Tady3i OOpPOTHOM 3 KiOep3mounHaMH, sIK Ie
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oymo migkpecieno B «The Regime Complex for Managing Global Cyber Activities» Nye (2014),
Jie WJIeThCsl came PO HeOOXITHICTh BU3HAHHS KiOepIpoCcTOpy SK Io0aabHOTO CHIIBHOTO HAaI-
OanHs [6, C. 75]

Taka cmBnpauﬂ BKJIIO4a€ B cebe 00OMiH 1H¢)opMau1€}o KoopzmHam}o TIi¥ Ta po3poOKy CIIib-
HUX CTPATEeriil Ul BUSBJICHHS Ta BIJICTEIKSHHS 3JI0YMHIIIB, 1110 TIFOTh B KibeprpocTopi. Baxkinsum
€ TAaKOXK PO3BUTOK MIXKHAPOJHHUX HOPM, 1[0 PETYIIOIOTh AisIbHICTH B KibeprpocTopi [7, ¢. 38].

HesBaxkarouu Ha CKIaAHICTh OOPOTHOM 3 KiOep3mounHaMu, T0CBif YkpaiHu Ta €Bpomneii-
cekoro Corody mokasye, 110 po3poOka e(QeKTHMBHHUX MEXaHi3MiB BHUSBJICHHS, PO3CIiAyBaHHS Ta
MPUTATHEHHS 10 BIAMOBIJAIBHOCTI MOYKE 3HAYHOIO MIPOIO CIIPUATH 3MEHILEHHIO PiBHA Kibep3iio-
YHHHOCTI.

OcTtaHHIM YacoM Bce OLIbIIIe KpaiH BIPOBAKYIOTh B CBOE 3aKOHOJABCTBO BiIIOBIHI ITOJIO-
JKCHHS, CIPsMOBaHI Ha 00poThOy 3 KiOepsnoumHamu. e minTBepmkyeThes mokymeHToM «The
Global War for Internet Governance», Jie 30KpeMa BU3HAUEHO, 1110 JICPKaBH BCe OiIbIIIC BU3HAIOTh
HEOOX1HICTh KOHTPOJIIO 32 KiOEPIIPOCTOPOM, SIKHI HAJICKHTH JI0 IX TEPUTOPIi ajie He MaIOTh MpaBa
BTpydYaTHCS B KiOeprpocTip iHmmx nepxas [8, c. 118].

3aranom, kiOep3JIOYNHHICTh, BUNHEHA 3a MOTIEPEIHBO0 3MOBOIO, € CKIIQJHOI0 Ta Oararo-
TPaHHOIO MIPOOJIEMOI0, sIKa BUMArae Bijl JepKaBu MMTUOOKOTO PO3YMiHHSI TEXHOJOTiH, 3aKOHIB Ta
MDKHApOIHOTO CHiBPOOITHUITBA. Y MaiOyTHbOMY ii mojponanHs Oyxe moTpeOyBatu e OinbInoi
KOHCOJIiZIaLii 3yCHJIb Ha HAI[IOHAILHOMY Ta MIKHApOAHOMY PIBHSX.

B nopiBHsHHI 13 3akoHOaBCTBOM €Bporeiicbkoro Cotozy, KpuminanbHuii kojexc Ykpa-
iam Brurouae crarti 361-1, 361-2, 361-3, 361-4, sxi BUMUCYIOTHh BIANOBIATIBHICTH 3a KiOep3J10-
yuHHICTh. OnHaK, Ha BiAMiHY Bix €C, yKpalHCbKe 3aKOHOIABCTBO JIO0CI HE MA€ MPSMHUX MOCHJIaHb
IIO/I0 Bi/IMOBIIAJIBHOCTI 32 BUMHEHHS KiOep3mourMHHOCTI. 1le Moxke OyTH OfiHi€r0 3 mpolbiieM, sKi
noTpeOy0Th HEBIIKJIAHOT YBarH.

Jlist mojanbmoro po3BUTKY B cdepi KibepOe3neku, 0coOIUBO B KOHTEKCTI OOpOTHOM
3 KiOEP3JIOYMHHICTIO, BAYKJIMBE aKTHBHE CIIBPOOITHUIITBO 3 MIXKHAPOJIHUMH MapTHEpaMH, aJiarl-
TYBaHHS HAI[lOHAJHHOTO 3aKOHOJABCTBA 10 MIXKHAPOAHUX CTAHAPTIB Ta BAKOPUCTAHHS HalKpa-
[IUX TPAKTHK.

OpHak, HE3BaKAKOYM Ha HASBHICTh HAYKOBO-IOPWIMYHOTO MOTEHINIANy, 3aKOHOAABYOTO
apceHaly, MpaKTHKa 3aCTOCYBaHHS IMX HOPM B YKpaiHi BUABISE AesKi MpodaemMu. 30KpeMa, 4acTo
BUHUKAIOTh TPYAHOII 3 JOKa3yBaHHSIM BHHHU OCi0, SIKi BUMHAIOTH 3JI0YMHHU B KibeprpocTopi, 0co-
ONMMBO KOJIM BOHM BYMHSIOTHCS 3a MOIEPEAHbOI0 3MOBOIO rpynoro ocid. CrpaBa B TOMy, L0 IIi
3JI0YMHH YaCTO XapaKTEPU3YIOTHCS BUCOKAM PiBHEM aHOHIMHOCTI Ta TEXHIYHOI CKJIaJHOCTI, 1110
YCKIIQIHIOE iX PO3KPHUTTS Ta PO3CIiTyBaHHS.

binbpmie Toro, y 6arathox BHITAJKaX 3IOYHHII 3HAXOAATHCS 32 MEKaMH YKpaiHH, II0 POOHUTH
CKCTPAJIMIIIO0 CKJIATHO0, a THOAI HEeMOXKITHBOM. Lle moTpedye miBHICHHS piBH}I MIDKHApPOJTHOTO
CHIBPOOITHHUIITBA Ta 06M1Hy 1H(b0pMau1€}0 MDK IPaBOOXOPOHHIMH OpTaHaMH Pi3HHUX JCPKaB.

3Bakaroun Ha IIi CKJIAIHOIII, iICHYy€ BENHKa HOTpe6a B TIOJANBIIOMY PO3BUTKY MPABOBOIO
perymoBaHHs KiOEep3/I0YHHIB, a TAKOK B MiABUIICHHI PiBHA MPOQeCiifHOl MiITOTOBKH Ta TEXHIU-
HOTO OCHAIICHHS MPABOOXOPOHHKX OpraHiB. Lle MoXe BKIIFOYATH TIPOBEIEHHS CIeliali30BaHuX
HABYAJIBHUX KypCiB, 3017BIICHHS YHCIa CICIIAICTIB B ray3i KibepOes3meku, po3poOKy HOBHX
TEXHOJIOTIH I BUSIBIICHHS Ta MPOTHIT KiOEP3IOUMHHOCTI, & TAaKOXK BIOCKOHAJICHHS MEXaHi3MiB
MDKHApOJHOTO CIiBPOOITHUIITBA B il cepi.

3 KpUMIHOJIOTTYHOT TOUKH 30PY CJI1JI MIAKPECTUTH HACTYIHI (hakTu. Bike choroani kidep3io-
YUHHICTh TIOCTA€ 3HAYHUM PU3UKOM HAIlIOHAIBHOI Ta MiKHApoIHOT Oe3nexu. ChOoTo/HI )KepTBAMHU
3JIOYHHIIIB, [0 BHHUKAIOTH y BIPTYaJIbHOMY MPOCTOPI CTAIOTh HE JIUIIIC JIFOMIH, a 1 IepiKaBH. 3acTo-
CYBaHHS OJTHOTHITHHX 3aXOJliB 3a00iraHHs KiOep3JIOYMHHOCTI He MOXe OyTH came e(heKTUBHHUM,
a/DKe He JOCIIIPKEHO CyJacHy KPUMIHOJIOTIYHY XapaKTEePUCTHKY IUX 3JI0YHHIB, a B Hill HE BUIB-
JIeHO JetepMiHaHTH [9, ¢. 57].

[Tincymyemo, KiOep3IOYMHHICT CTa€ BCe OIIBIIO0 MPOOIEMOI0 B CydacHOMY CBiTi, a BiJl-
MOBIJTHO IO IBOTO 3pocTa€e morpeda B e()eKTUBHUX 3aKOHOJABUMX IHCTPYMEHTaX Ui OOpOTHOH
3 Hero. B Ykpaini Bke iCHYIOTh MEBHI 3aKOHO/aBYI HOPMHU Juis OOpOTHOM 3 BKa3aHO cdeporo




TTumanns xpuminanvHo20 nPasa, KPUMIHONOZE MA KPUMIHATILHO-6UKOHABY020 NPAsa

MIPOTHUIIPABHOI JIISUTBHOCTI aJie BOHH HE B 3MO31 BIIMOBIIaTH BUMOTaM Cy4acHOTO CBITY, OCKUIBKH
KiOep3JIOUNHHICTh HAOWpae CTPIMKUAN KypC JIO MOIIUPEHHS Ta PO3BHUTKY.

Jis mofaneioro po3BUTKY B cdepi KibepOe3neKu, BapTo BpaxyBaTH MPAKTHKY €BPOTICH-
CHKHUX IAPTHEPIB, 30KpeMa aaNTyBaTH HalliOHATbHE 3aKOHOJJAaBCTBO JI0 MDKHAPOTHUX CTAHIAPTIB.
e HE TiNBKM JOMIOMOXKE MOKPAIUTH CTaH KiOepOe3neKku B KpaiHi ane it 3poduts Ykpainy Oiibi
MPUBAOIMBOIO ISt MDXKHAPOJAHUX 1HBECTHUIIIN B upoBy chepy.

Kpim Toro, BapTo 3ayBa)xuTH, 110 JIUIIE 32 YMOB CYBOPOTO TOTPUMAHHS 3aKOHHUX BHMOT,
MPOBEJICHHSI CUCTEMHOT POOOTH, MPOBADKEHHS HA 3aKOHHUX IJICTaBaX KOMIUICKCHUX TEPeBi-
POK, peajizaliii mporpamMu MPOTUAIl 370YMHAM, MOKIHUBO JIHTH PE3yJabTaTy IMOJIMIICHHS CUTY-
amii B cdepi iHpopMmamiiHOi Oe3MeKu Ha SKY 30KpeMa MOCTATAIOThes cy0d’ekTH. BripoBamkeHHs
JOCITI/DKEHb PI3HUX BUJIATHUX HAyKOBIB B chepi mpoTuil Kibep3aodrHaM, J03BOJUTh BUAUTUTH
B Pe3yJbTaTi HOBI MPO(DITAKTHYHI METOJIH, 3aX0/I1 3aII00IraHHs Ta METOIOJIOTIIO JIIKBIIaIlii OcTaH-
Hix [10, c. 203].

BucHoBku. TakuM 4uHOM, ISl TOCSITHEHHSI TIPOTPECY B il BaXKITUBIH 00macTi, moTpiOHO
MTOETHATH 3yCHJIIA, SIK HA HAIIOHAIILHOMY, TaK 1 Ha MIXKHApOJAHOMY piBHI. Ha chOromHINIHINA TeHb
pooOIeMaTHKa KiOep3IIOYMHHOCTI, sIKa BUNHSAETHCS 32 TIONIEPEAHBOI0 3MOBOIO TPYIIO0 0Ci0 B CBITII
KPUMiHAJIBHO-TIPABOBOI HAYKH HE € JOCITIHKEHOIO Ha TOCTaTHROMY PiBHI, @ OT’KE CTAHOBUTH MiJ-
TPYHTS JUIsl TIOAAJIBIINX HAYKOBHX PO3pOOOK. Pa3om 3 MM, BKazaHa akTyaldbHa IpodiemMa morpe-
Oy€ KOMITJIEKCHOTO KPUMIHOJIOTIYHOTO JTOCIHI/DKEHHS 13 BHIUICHHSAM B TaKOMY NMPUYHMH Ta YMOB
3JIOUMHHOCTI, XapaKTEPUCTUKU OCOOU, sIKa BUMHSE KiOEP3JIOUMH Ta 3aXO0/U CIEIiaTbHO-KPUMIHO-
JIOTIYHOTO 3armo0iraHHsl.

CHHCcOK BUKOPUCTAHUX JKePeJ:

1. Benenpkwii B.I1., BianoBigaieHICTh 32 KiOep3I0odrHA 32 KpuMiHaIbHUM mpaBoM CIIA,
BenmukoOpuTanii Ta Ykpainu. Akanemis agBokarypu Ykpainu, Kuis — 2016.

2. Bonroe B. OpranizaiifHO-TIpaBoBe 3a0e3MeUeHHs MPOTUIIl KPUMIHAIBHAM IPABOIIO-
PYIICHHSIM, III0 BYMHSIOTHCS 3 BUKOPUCTAHHAM 1H()OpMAaLifHUX TEXHOJIOTi: HayK.-TIpakT. mocib. /
B. M. boaros, H. M. I'agion, O. 3. I'magyn Ta in. — K. : HamionansHa akageMisi IpoKypaTypH
VYkpainuy, 2015. — 202 c.

3. Gercke, M. (2012). Understanding Cybercrime: A Guide for Developing Countries
(pp. 40-45). ITU.

4. Schmitt, M. (2017). Tallinn Manual 2.0 on the International Law Applicable to Cyber
Operations (pp. 108-112). Cambridge University Press.

5. Droege, C. (2012). Get Off My Cloud: Cyber Warfare, International Humanitarian Law,
and the Protection of Civilians. International Review of the Red Cross, 94(886), 122-125.

6. Nye, J. S. (2014). The Regime Complex for Managing Global Cyber Activities (p. 75).
Global Commission on Internet Governance Paper Series.

7. United Nations General Assembly (2015). Group of Governmental Experts on
Developments in the Field of Information and Telecommunications in the Context of International
Security (p. 38). A/70/174.

8. Nardis, L. (2014). The global war for internet governance. Yale University Press.

9. Txauenko, I1., & KoBansuyk, . (2020). OxpecneHHs KpUMiHOIOTI4YHOTO CTAHOBICHHS
KiOep3JI04MHHOCTI Ha PiBHI NpOTHAIi Ta 3anobdiranus. 36ipuux Haykosux npays AOI'OX, 56-60.

10. Tkauenko, I1. 1., & Ky3bemenko, A. O. (2019). Jlerepminartist 3104uHIB B c(hepi €KOHO-
MIKH Ta 1X 3amo0iranHs.




